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Before proceeding, read this document in its entirety.  It contains important information about Raptor Firewall for NT V6.0.2 functionality.  





AXENT Web Site


Please visit AXENT's Technical Support Web Site for Raptor products (http://www.raptor.com/cs) in addition to reading the product documentation. AXENT frequently updates this site with FAQ sheets, the latest supported adapter list, detailed upgrade and configuration hints, and other useful product information.





Installation


It is recommended that you use Microsoft NT 4.0 Service Pack 5 with the Raptor Firewall 6.0.2 patch. Note that Service Pack 4 is still also supported. Install Service Pack 5 before you install the firewall patch.





To install the Raptor Firewall for NT 6.0.2 patch, do the following:





1.	Move the update to a directory with 20 MB free disk space.





2.	Log on as a local Administrator on the firewall machine.





3.	Ensure Microsoft NT 4.0 with Service Pack 5 is installed. (Although Service Pack 5 is recommended, the Raptor Firewall 6.0.2 patch will work with Service Pack 4.)





4.	Exit out of MMC and invoke a command prompt window (Start>Programs>Command Prompt). Note that the patch installation will stop the firewall. It will not stop MMC.





5.	Switch to the disk drive where the patch kit resides, and use the cd command to change directories to the location of the patch kit.





6.	Enter "patch" at the command line to run the patch executable.





7.	Follow the install instructions that appear onscreen. The firewall prompts you to reboot your system at the end of the installation.





To UNinstall the Raptor Firewall for NT 6.0.2 patch, do the following:





1.	Exit out of MMC and invoke a command prompt window (Start>Programs>Command Prompt). Note that the patch uninstall will stop the firewall. It will not stop MMC.





2.	cd to %eagledir%\patchsave.





3.	Enter "patch -uninstall". 





Installing the 6.0.2 Patch in a Cluster Environment


You must take each firewall node offline from the cluster server interface before installing the 6.0.2 patch on each node. To take the first firewall node offline, do the following:





1.   Open the Cluster Server Administrator from the active node.





2.   Open the Resources folder.





3.   Select the Raptor Firewall item. 





4.   Right mouse click and select Take Offline from the available menu to stop the firewall.





5.   Install the patch. (Refer to installation instructions in previous section.)





6.   From the Cluster Administrator window, bring the firewall back online.  





7.   Reboot and failover will take place.





8.   Open the Cluster Server Administrator from the second node which is now active after failover of the first node.





9.   Open the Resources folder.





10. Right mouse click and select Take Offline from the available menu to stop the firewall.





11. Install the patch on the second node. (Refer to installation instructions in previous section.)





12. From the Cluster Administrator window, bring the firewall back online.  





13. Reboot and failover will take place again.








Overview of New Features for 6.0.2 Release


The following features are new or enhanced for Raptor Firewall V6.0.2 for NT. 





Automatic Process Restart


In the event of a system crash, the Raptor Firewall's NT Service Controller (\raptor\firewall\bin\eaglesvc.exe) automatically restarts any proxy daemon or management daemon that is not running but should be.  





Black-list support


The Raptor Firewall can communicate with NetProwler and dynamically block all traffic from a list of IP addresses, which are detected and specified by NetProwler. See the end of this document for NetProwler-firewall configuration details.


 


Reset Multi-connection Service Timeouts


Long-lived, multi-connection services (such as ftp and telnet) will no longer terminate prematurely after 2 hours. The installation procedure now automatically resets the TCP keepalive timer default value. This way, if an ftp download is supposed to take 6 hours, the firewall will no longer cause the connection to be terminated after 2 hours.





Support for DCOM over HTTP


DCOM is a binary protocol layered over RPC and designed to enable COM-based components to interoperate across networks. Select the Allow DCOM over HTTP checkbox in the HTTP Rule Properties page to allow DCOM (Distributed Component Object Model) through the firewall for an http rule. 


For DCOM to work, the connecting client must be able to reach the server by its actual IP address. Therefore, it is necessary to create server side transparency or client side transparency on the firewall depending on whether the DCOM connection is incoming or outgoing. Note that DCOM normally uses dynamic port allocation, but because you are sending DCOM over http, it uses the designated http ports on the firewall.





MMC 1.1


If you want to upgrade from MMC 1.0 to MMC 1.1, the RMC included in the 6.0.2 patch is compatible with the latest version of MMC. In order to use MMC 1.1, you must also have the latest version of Microsoft Internet Explorer installed. 








System Requirements





Software Requirements


Microsoft NT 4.0 (Workstation or Server) with Service Pack 5 recommended





Refer to the Raptor Technical Support Web Site (http://www.raptor.com/cs) for the latest information on recommended Microsoft patches.





Hardware Requirements





Firewall Machine





For sites with less than 200 users, the following minimum hardware configuration is recommended: 


Intel Pentium II 233 MHz.  Multiple processor systems up to 2 CPUs are supported.





64MB memory, 200-300 MB pagefile





2 GB disk with at least 200MB free disk space, 4 GB recommended.





For sites with more than 200 users, the following minimum hardware configuration is recommended:


Intel Pentium II 233 MHz.  Multiple processor systems up to 2 CPUs are supported.





128MB memory, 250-500 MB pagefile





4 GB disk with at least 2 GB free space





Remote Management Station


For managing sites with less than 1000 users (and possibly multiple firewalls), the following minimum hardware configuration is recommended: 





Intel Pentium II 233 MHz





32MB memory, 64 MB pagefile





At least 100MB free disk space





For managing sites with more than 1000 users (and possibly multiple firewalls), the following minimum hardware configuration is recommended: 





Intel Pentium II 233 MHz





64MB memory, 128 MB pagefile





At least 100MB free disk space





Supported Adapters





The following is a list of adapters qualified with the Raptor Firewall for NT V6.0.2.  This list is constantly updated as new adapters are tested.  The latest version can be viewed at the AXENT Technologies, Raptor Division Customer Support Web site at www.raptor.com/cs.





Manufacturer	Model	Description	Datalink	Bus	Driver Version


_____________________________________________________________________________________


3Com	3C905B	FastEtherLink XL	FastEthernet	PCI	3.20.40


3Com	3C900	EtherLink XL	Ethernet	PCI	3.20.40


3Com	3C509B	EtherLink III	Ethernet	ISA	5.26.40


3Com	3C590	FastEtherLink 	Ethernet	PCI	1.19.00


3Com	3C595	FastEtherLink III	FastEthernet	PCI	1.19.00


3Com	3C319	Token Velocity	Token Ring	ISA	1.00.01


3Com	3C339	Token Velocity	Token Ring	PCI	1.24.00


3Com	3C359	Token Velocity XL	Token Ring	PCI	1.24.00


Adaptec	6944A/TX	QuartetFastEthernet	FastEthernet	PCI	4


Asante		AsenteFast	FastEthernet	PCI	4.12


Bay Network	FA310 TX	Netgear	FastEthernet	PCI	1.00.01


Cogent	EM110 TX		FastEthernet	PCI	4


Cogent	EM964/TP		FastEthernet	PCI	4


Compaq		NetFlexToken Ring 16/4	Token Ring	PCI	4.08B


Compaq		NetFlex 3 TX 10/100	FastEthernet	PCI	4.08B


Compaq		NetFlex 3 TX 10	Ethernet	PCI	4.08B


Digital	DE450	EtherWorks Turbo 10	Ethernet	PCI	1.1


Digital	DE500	EtherWorks 10/100	FastEthernet	PCI	1.1


Digital 	DEFPA	DECFDDI	FDDI	PCI	4.02


Digital	DEFEA	DECFDDI	FDDI	EISA	4.02


D-Link	DFE-530	Ethernet PCI Adapter	Ethernet	PCI	2.2


Fore Systems	PCA200	ForeRunner 200E	ATM LANE	PCI	4.1.6


IBM		PCI ON Wake 16/4	Token Ring	PCI	3.34.00.004


IBM		PCI 16/4 Token Ring	Token Ring	PCI	3.34


IBM		Turbo 16/4 TokenRing	Token Ring	PCI	10.27.0


IBM		16/4 TokenRing II	Token Ring	ISA	4


Intel	PRO 100A	EtherExpress	FastEthernet	PCI	1.35


Intel	PRO 100B	EtherExpress	FastEthernet	PCI	3.00.06


Intel	PRO 100+	EtherExpress	FastEthernet	PCI	3.00.06


Madge	Blue+	Madge Blue +	Ethernet	ISA	4.61


Madge	ISA/PnP	Madge Blue + ISA PnP	Ethernet	ISA	4.61


Matrox	MS 100/4	Shark 10/100	FastEthernet	PCI	1.05


Matrox	NS 100/4	Shark 10/100	FastEthernet	PCI	1.05


MaxTech	NX-32PCI		FastEthernet	PCI	1


Olicom	3136	Token Ring 4/16	Token Ring	PCI	4.31


Olicom	3137	Token Ring 4/16	Token Ring	PCI	4.16


Osicom	2340	QuadFastEthernet	FastEthernet	PCI	B2.27


Thomas Conrad	TC4048	Token Ring 16/4	Token Ring	PCI	4.08B


Thomas Conrad	NetFlex	NetFlex TX 10/100	FastEthernet	PCI	4.08B





It is strongly recommended that PCI adapters be used whenever possible to obtain the most performance from your firewall.  ISA adapters may be adequate for light or moderate traffic through the firewall. 





NT File Manifest





Raptor Firewall/Remote


\winnt\system32\drivers


vpn.sys





%eagledir%\sg


config.cf.sample


nbdgram.cf


pkdaemons





%eagledir%\bin


blacklistd.exe


cifsd.exe


dnsd.exe


fetcher.exe


firelogd.exe


ftp.exe


ftpd.exe


gwcontrol.exe


h323d.exe


httpd.exe


isakmpd.exe                       (not included in French version)


kmpapi32.dll	           (not included in French version)


nbdgramd.exe


nntpd.exe


nsetupd.exe


pingd.exe


pk6.bundle                          (firewall only, not present on Raptor Remote)


rempass.exe


rstartgw.cmd 


sgupdate.exe


smtpd.exe


sqlnetd.exe


stunneld.exe


tcp_gsp.exe


telnetd.exe


udp_gsp.exe


version.exe


vpnd.exe


RMC


%eagledir%\bin


activeconnections.ocx


logfileviewer.ocx


mfcutil.dll 


mmcinterface.dll 


mmcmixin.dll 


rmccontext.hlp


rmcglobal.cnt


rmcglobal.hlp


rmcppapi.dll 


rputil.dll


totd.dll 


version.exe


vpn.sys





	NOTE:  Old files are saved as  <filename>.prenp (ie rempass.exe -> rempass.prenp)





About NetProwler


NetProwler is a network-based intrusion detection tool that detects and responds to information system threats. It does this by monitoring network traffic for suspicious behavior and network-oriented attacks such as TCP/IP spoofing and SYN flooding. NetProwler installs on its own dedicated network server. 





By running rempass, you can configure the Raptor Firewall to work in conjunction with NetProwler. When NetProwler detects network attacks, it sends a message to the firewall and the firewall, in turn, drops all suspicious packets.





Configuration





Raptor Firewall Configuration


To configure the firewall to work with the NetProwler server, do the following:





1.   From the firewall's \raptor\firewall\bin directory, enter the "rempass" command.





2.   Select option A to Add a New Host Configuration. Press enter.





3.   Enter the IP address of the NetProwler system. Press enter.





4.   Select option 5 in rempass, Intrusion detection. Press enter.





5.   Press enter to accept the default port, port 426. 





6.   You are next prompted to select NetProwler client-specific parameters. It is recommended that you accept the default 24 hour timeout value. But you can create your own value here by entering "yes" and then specifying a timeout value in minutes. This value determines the amount of time for which packets from the suspicious IP address are dropped. Simply press enter to accept the default.





7.   Enter a password and press enter. This password must be at least 8 characters long. NetProwler only accepts passwords that are 8 characters or more. Later you will enter this same password on the NetProwler server.





The firewall will now recognize and work with the NetProwler server.





Other Firewall Configuration Issues:


If the NetProwler server is inside the firewall, client transparency must be turned on on the interface to which the NetProwler is attached in order for the NetProwler server to determine the IP addresses of outside attackers.


	


Similarly for NetProwlers outside the firewall, client transparency must be turned on on the outside interface in order for the NetProwler server to be able to determine real IP addresses of inside hosts attacking outside machines. But before you configure client side transparency, note that for outbound connections, client side transparency reveals information about your private network to people on the Internet. Do not set up client side transparency for any service until you consider the security ramifications.





NOTE that although the firewall blacklist of suspicious dropped IP addresses (generated by the NetProwler daemon) is meant to stay on the firewall for 24 hours by default, the blacklist is cleared when you reboot the firewall or when you use the <net stop> command. Stopping the firewall from RMC does not clear the blacklist.





NetProwler Configuration


To configure NetProwler to work with the Raptor Firewall, do the following on the NetProwler server: 





NOTE that in step 1d below, you are entering the same 8 characters or more password in NetProwler that you entered on the firewall using rempass. For instructions on how to configure NetProwler to send notifications to the firewall when it detects a "custom" attack, and for all other NetProwler configuration information, please refer to the NetProwler User's Guide.





1. Configure firewall details as follows on NetProwler: 


    a. In the "Configure" tree-view, click the "Notification Options - Network Devices" node.


    b. Check the "Harden Firewall" option.


    c. Enter the "IP address" for the firewall.


    d. Select the Raptor radio button. In the corresponding field, type-in the "Authentication String" (same as rempass password, at least 8 characters) and re-enter it to confirm it in the edit control below.


    e. Click the "Apply" button.


    f.  In the "Configure" tree-view, click the "Notification Options - Associate Priorities" node.


    g. In "High Priority Actions", check the "Firewall" checkbox.


    h. Click the "Apply" button.





2. Configure attack detection as follows on NetProwler:


    a. In the configure pane, select one of the attack categories. You should see the hosts you've added to the NetProwler's address book in the left-most column of the table.  The other columns list particular types of attacks.


    b. To send notifications to the firewall on detection of a specific attack type for a host, click in the cell at the intersection of the host's row and the column specifying the attack.  A red check-mark will appear in the cell to indicate that a notification will be sent.


    c. Click the "Apply" button to save the configuration.





NetProwler can now send a notification to the firewall when it detects an alert.








Firewall Log Messages


When the firewall starts to receive communications from the NetProwler Server, the following types of messages can appear in the firewall log file.





	120 Informational: received authenticated intrusion notification


	from <IP addr>/<port>





	The firewall has received a correctly authenticated notification from a NetProwler.  This 	will either add an IP address to the blacklist or update its timeout.





	120 Informational: updated blacklist timeout for IP address


	<IP addr> (timeout in HH:MM)





	A notification was received for an IP address already in the blacklist.  The address will be 	blocked for the duration given in the message, starting now.  This message may indicate 	one of several things:





	(1) For NetProwlers outside the firewall, this is an indication that the attack is still taking 	place.





	(2) For NetProwlers inside the firewall, this may be a sign that the attack is being sourced 	through another entry point into the network (another firewall, a dialup link behind the 	firewall, 	...), or that another attack from the same IP address was noted by the 	NetProwler before the first blacklist add took place.





	120 Informational: added IP address <IP addr> to blacklist (timeout 	in HH:MM)





	A blacklist notification for an IP address was received and the address was added into the 	blacklist.  The IP address will be blocked for the duration given in the message.





	120 Informational: removed blacklist entry for IP address <address> 	due to timeout





	The blacklist time for the IP address has expired.  Packets from this address will no 	longer be dropped.





	122 Daemon listening on port(s): 426/udp





	Daemon successfully started up, listening on the default blacklistd port.





	301 Internal warning: excessive replays from NetProwler at 


	<IP addr>





	This may be a sign that someone is attempting to replay a captured NetProwler 	notification to the firewall as a method of forcing some IP address onto the blacklist.





	401 Internal error: attempt to blacklist IP address 127.0.0.1.  


	


	Either a serious network misconfiguration exists, or a denial-


	of-service attack is being carried out


		


	The NetProwler asked that IP address 127.0.0.1 (the local host loopback address) be 	added to the blacklist. Since this address should never be seen on the wire and dropped 	by the firewall anyway, this is logged as a possible attempt at a Denial-of-service attack.


	


	401 Internal error: unable to get interface list


	


	This is logged if the code cannot get a list of the firewall's local interfaces.  This list is 	needed to ensure that NetProwler is not attempting to add our own IP addresses to the 	blacklist.





	401 Internal error: attempt to blacklist firewall interface 


	address <IP address>.  





	Either client transparency is not enabled on the interface, or an active denial-of-service 


	attack is being carried out against the firewall.





	Either client transparency is not enabled on the interface NetProwler is attached to, or 	another 	system is trying to pose as the firewall in order to get it to blacklist itself.





	401 Internal error: attempt to blacklist firewall proxy-arp 


	address <IP address>.  





	Either client transparency is not enabled on the interface, or an active denial-of-service 	attack is being carried out against the firewall.





	Same as above, except that the address being black-listed is service-redirected address 	owned by the firewall.





	401 Internal error: attempt to blacklist rempass-registered 


	address <IP address>.  





	It is possible that an active denial-of-service attack is being carried out against the 	address.





	Similar to the above, but the target of the DOS attack here could be a remote 	management station, a content scanner, remote log submitter or retriever or a 


	NetPrower itself.  This is more likely a real attack, as there are no obvious 	misconfigurations that lead to this scenario.





	401 Internal error: unable to clear driver blacklist!


		


	Most likely the VPN driver that was part of the NP integration kit was not installed 	correctly. This could also be a temporary driver error.





	401 Internal error: unauthorized NP notification from <IP addr>/


	<port>


		


	Either no password for the NetProwler IP address exists in the remkeys database, or the 	port specified in the remkeys database is not the same as the blacklist port (426).





	401 Internal error: NP notification from <IP addr>/<port> failed


	authentication





	Either the password specified in the remkeys database is not the same as the password 	configured on the NetProwler, or someone is attempting to spoof notifications from the 	NetProwler to the firewall.





	





